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Overview

Your email is now protected from Spam and viruses by our on-line Spam
management service.

When someone sends you an email it first passes through our Spam firewall
device. This device is a high end Spam firewall located in a managed facility in
New Jersey. Our Spam firewall examines the email to determine if it is Spam or
contains a virus.

If the email passes the tests it is sent along to your email inbox.

If the email is questionable it will be “quarantined” in our Spam firewall for your
review. (See How to manage quarantined email)

If the email is determined to be Spam or infected with a virus it is discarded.

Our Spam firewall uses very advanced technology to determine if email is Spam
or is infected with a virus. Our solution will alleviate the majority of Spam and
viruses but no solution is 100%, occasionally some Spam will slip through. When
this happens you can “report” these email messages as Spam reducing the
likelihood that a similar email will get through.

If you have any questions please contact our support department at
support@beringer.net or call 800-796-4854.




How to manage quarantined email

When our Spam firewall determines that an email is questionable it places this
email in your Quarantine Inbox for review. Each user has their own Quarantine
Inbox on the Spam firewall. This gives you the opportunity to review the
guestionable email(s) and decide weather to keep or discard them.

Occasionally you will receive an email from the Spam firewall with a summary of
the items in your quarantine. This email will be sent from Barracuda Spam
Firewall [support@beringer.net]:

B Spam Quarantine Summary - Message (HTML)
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From: Barracuda Spam Firewall [suppart@beringer. net] Sent:  Tue 371/2005 3:35 PM
To: Info

Ce:
Subject:  Spam Cuarantine Summary

%ﬂﬂﬁﬂ%‘ﬂﬂ’ Spam Quarantine Summary

Account: info@beringer.net

This is your quarantine surmary from the Barracuda Spam Firewall,

You have 2 messages in your spam quarantine inbox,

Click on the Deliver link to have a message delivered to your mailbos,

Click on the Whitelist link to have a message delivered to your mailbox and whitelist the sender so that his/her messages will no longer be
quarantlned

Click the Delete link to have the message deleted from your quarantine,

Date

03/01 06:21 "Anastasia Gonzales" <bret.., Impress her with 2 Rolex 0168928785 Deliver Whitelist Delers
03/01 09:40 Kane at InternetSeer <repo.. Report on httpi/fwww.beringernet Deliver Whitelist Delete

To wiew your entire quaranting inbox or manage your preferences, _click here,

From within this email you are able to manage items in your quarantine. When
there are items in your quarantine you have three options:

Deliver: This will send the email to your inbox
Whitelist: This will add the sender to your Whitelist. (See Whitelist)
Delete: This will delete the emaill

You can go directly to your Quarantine Inbox by clicking on the link at the bottom
of this email.

You can also access your Quarantine by typing http://mailfilter.beringer.net:8000
into your web browser.




Managing Your Quarantine Inbox

The first time the Spam firewall quarantines an email for you it will send you an
email with your login information. This allows you to log into your Quarantine
Inbox on the Spam firewall.

To log into your Quarantine:

1. Open your web browser and go to http:/mailfilter.beringer.net:8000

2. Specify your Username (your email address) and password and click
Login

<3 Barracuda Spam Firewall: Welcome - Microsoft Internet Explorer [Z”Elg|
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Barracuda Spam Firewall

Login

Please enter your email address and password below, If
you are an administrator, please enter your administrator
login and password.

Language: | English {US) v|

Username:| |

Passwurd:| |

MWote: If you have forgotten your password, or if you do
not have a password, fill in the above username section
with your email address, and press "Create New
Pazsword"., A new password will be emailed to you,

[ Create Mew Password ]

Get Mail Client Plugins Here

Address |ﬁ:| http: fimailfilter beringer, net: 5000/ cgi-binfinds:, cai v | Go |Llinks *
GOOglf-_‘ - | v| % Search'Web = @ PageRank £ 14 blocked E Options '@ -
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If you forgot your password put your email address in the Username field and
click Create New Password. You will receive an email with your new password.



Once you successfully log in you will see a screen similar to the following:
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[ Celiver ] [ Whitelist ] [ Crelete ] [ Classify as Mot Spam ] [ Classify as Spam ]
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D 05/04 12:38 palmOne eBooks Mewsletter .., eBooks Monthly Mewsletter - May 2005 Celiver Whitelist Delate
D 05/04 14:27 checkerberryLugo@tu-darmsta.., Deliver Whitelist Dalate
D 05/01 16:53 "satisfaction_delivery" <sa.. Banned in 12 countries Deliver Whitelist Dalate
I:‘ 0429 12:43 Prize Patrol <PCH®@insd=scop.., Please review Payment Options, Entry Dean, Celiver Whitelist Celete
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Your Quarantine Inbox contains any email that is currently quarantined. Use the
links under the Actions column to manage these items:

Deliver: This will send the email to your inbox
Whitelist:  This will add the sender to your Whitelist. (See Whitelist)
Delete: This will delete the email

Classify as Not Spam — This will classify the selected email as not being Spam
Classify as Spam — This will classify the selected email as Spam.

Using the Classify options regularly will help our Spam firewall learn the types of
email you receive and how to handle this email in the future.



Managing Your Preferences

Click on the Preferences tab at the top of this screen:

<3 Barracuda Spam Firewall: Whitelist/Blacklist - Microsoft Internet Explorer |Z||E|rg|
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| Email sent frorn addresses entered
- here will not be analyzed for spam,
mailer-daemon@comecast. net E but will be scanned for viruses,

pete@quotewerks.com E

Blocked Email Addresses and Domains {Blacklist)

Email Address

Ermail sent from addresses entered
here will always be blocked.

........

@ Dane & nternet

On this screen you can specify email addresses to add to your Whitelist and
Blacklist.

Your Whitelist contains email addresses that will not be analyzed for Spam. This
is a way to make sure that email sent from a specific address will always be
delivered. For example if you regularly receive an email newsletter that routinely
gets either discarded or quarantined you can add the senders email address to
your whitelist to assure you receive the newsletter.

Your Blacklist contains email addresses that will be blocked from sending you
email.



Installing the Outlook Plug In
You can install a Plug In for Microsoft Outlook. This allows you to easily report
email as Spam directly from Microsoft Outlook. It is recommended to classify any

email as Spam that slips through the Spam firewall, this will reduce the likelihood
that similar email will slip through in the future.

To install this Plug In:
1. Close Microsoft Outlook

2. Go to http://mailfilter.beringer.net:8000

3. Click on Get Mail Client Plugins Here

Follow the instructions to install the Plug In. When prompted click on Run:

File Download - Security Warning

Do you want to run or save this file?

Mame: outlook_plugin.exe
Type: Application, 307 K6

From: mailfilter,beringer. net

Biun ][ Save ]| Cancel |

YWhile files from the Internet can be useful, thiz file type can
g potentially karm your computer. [F you do not trugt the gource, do not

run or zave this software, What's the risk?

Internet Explorer - Security Warning El

The publisher could not be verified. Are you sure you want to run this
software?

Mame: outlook_plugin, exe

Publisher: Unknown Publisher

Fum ] m::un't Fun

should only run software From publishers wou trust, How can I decide what
software bo run?

@ This file does nok have a valid digital signature that wverifies its publisher, You




Once the Plug In is installed you will notice two new buttons in the Outlook
toolbar:

Newsletter, Archive - Microsoft Outlook
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The Red envelope icon is used to classify an email as Spam. If an email slips
past the Spam firewall it is highly recommended that you use this icon to classify
the email as Spam. This will reduce the likelihood that a similar Spam email will
slip through in the future.

The Green envelope icon is used to classify an email as not being Spam



Frequently Asked Questions

Q: What is the "Barracuda SPAM Firewall?"

A: The Barracuda SPAM Firewall is a server, setup to work at Beringer.Net for the purpose of increasing our level
of resolution to fight SPAM (unwanted, unsolicited emails). This unit screens all incoming email destined to our
customers email inboxes, and checks it for viruses, worms, and SPAM oriented email before it even gets to the
customer's inbox.

The Barracuda server is strategically placed between the Internet and the mail server. In this way, it is able to
screen out SPAM related email and dispose of it without bothering the email server. Since the barracuda unit is
a highly specialized and dedicated equipment solely designed for this purpose, it is an extremely efficient
machine that is helping organizations of all sorts to eliminate a high percentage of spam related email.

Standard \

Deployment =
Configuration o=
I

— Email Server
Barracuda
Spam Firewall

Q: When I try to log into Barracuda, it tells me wrong password. | am entering my regular email
password, am | missing something?

A: There is no synchronization occurring between your regular email (i.e. username@companyname.net) account
password, and the password to the Barracuda unit. In other words, they are two separate accounts.

Beringer.Net does not have access to your Barracuda password. If you have never logged into Barracuda or
have forgotten your password you will need to reset your account. To do this go to
http://mailfilter.beringer.net:8000 enter your full email address in the "Username" field, click the " Create New
Password" button, then check your email for a message from the Barracuda unit with your password. After you
log into Barracuda you many change your password.

IMPORTANT: This will not change your regular email password; you do not have to change your email
settings.

Q: I have received a "Summary" of quarantined and blocked emails from mailfilter.beringer.net.
What now?

A: The Barracuda unit will create this "Summary" of quarantined emails and send it to your email address. Within
the "Summary" email you will notice a convenient link for you automatically log directly into Barracuda with out
having to enter in all your login information. This link was created by Barracuda for your convenience and has
an expiration of 24HR's. If your link has expired you will need to log in manually by going to
http://mailfilter.beringer.net:8000.

While logged into Barracuda you may verify each email you received and then decide if, a message is to be
blocked, allowed to enter your email inbox, or even put it on your white list. And that's not all the features,
either!



What are the different areas of the Spam firewall that I need to know about?

Below you will find snapshot's of each section of the Barracuda unit. Each snapshot provides details on the most important items
from each section. We will start off with the first page you see, The Logon Page.

THE LOGON PAGE

Barracuda Spam Flrawall

Login
Please enter your emad address and password below. If
you are an administrator, please anter your sdminestrator omad address
login and password,

Error. _ /

Password:

-

(Legn]

Mote: If you have forgotten your password, or if you don't
have a password, fill in the above username section with
your emal addross. and prest 'Create Now Password'. A
nEw password will be maded 1o you,

chtk hire and & new
| Cross NewPassword temporary password wil be
- | st 10 your el box. This

— —_— =
it independant of your

Sonay Viram P . reguial prmiel pageword,
8y 'ﬂm whath will not change

THE QUARANTINE INBOX




The "Preferences” tab allows

you to customize Barracuda to
work for you,
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QUARANTINE INBOX

Quarantine Inbox

When you are finished,
click here to log out of

Barracuda.
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l_ 10/11 13:31  Esther Bellamy <ocxbarecpt... Re[3]:

|_ 10006 00:03  Luz Haney <bchlyol@hotmail.... re [19]:

I-' 10/05 10:07  lerrold Barrett =ehwggdvomh... re [22]:
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10/11/2004 22: 18
Select a Filter, enter the Pattern and click

"Apply Filter'

' to display all emails with a

certain From address, subject or part of a

message(s).

Actions

Deliver Whitalist Delete

Deliver Whitelist Delete

Deliver Whitelist Delete

Deliver Whitelist Dialste

L4

Deliver: Send message to Inbox

Never gquaranting messages
from this sender.

x: Delete message from the

Quarantine Inbox.

Clicking one of the actions
above applies ONLY to th
that appea
=ib




